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Introduction

This quick start guide has been prepared to help you get started managing assets, users, and access groups with your KEYper software. It
is not meant to be exhaustive. For further information about any of the processes or features mentioned in this quick start guide, see the
KEYper Electronic System Manual that is included with your software or contact Support.

KEYper GO Web vs. the Web Admin

KEYper GO Web is the new web-based application for SaaS subscribers that expands upon the administrative functionality of our mobile
application, KEYper GO. Its modern, user-friendly design makes managing your users, assets, inventory, reservations, and more easier than
ever. While the functionality of KEYper GO Web continues to be built upon, there are certain tasks that can only be managed within the
classic web application known as the Web Admin. Customers with an on-premise solution who are not subscribed to SaaS will continue

to use the classic Web Admin to administer their systems. To subscribe to SaaS and take your key management administration into the
cloud, contact Support.

This guide fully explains the functionality of both KEYper GO Web and the Web Admin. Features available within the classic Web Admin
only are notated with the icon.


https://keyperprodam001std.blob.core.windows.net/documentation-training/Manuals/KED024_KEYper_Electronic_System_Manual/KED024.pdf

Connect to KEYper GO Web

KEYper GO Web may be opened in a web browser, such as Internet Explorer, Microsoft Edge, Google Chrome, etc.

To log in to KEYper GO Web, do the following:

1. Launch a browser window on your computer, tablet, or
mobile device.

2. Enter the unique URL provided to you by KEYper, generally
keypergo.com/CustomerName.

¥ You are taken to the login screen, as shown in Fig. 1.
3. Login with the default admin credentials.

Note: Your system arrives with a default admin profile installed. The
PIN is 1234. Use this to log into KEYper GO Web to begin key system
administration.

¥ Once you have created your own admin profile, delete the
default admin user as a security measure..

4. The first time you log in, you must acknowledge a number of
legal documents to proceed, as shown in Fig. 2.

¥ Use the navigation buttons to zoom infout and scroll
through the pages to read the agreements.

¥ The documents include the following:

o SaaS Terms of Service
o End User License Agreement
o Product Privacy Notice

Fig. 1 - KEYper GO Web login screen

Fig. 2 - Acknowledge the agreements to proceed




Connect to the Web Admin

Note: KEYper systems should not be assigned a public IP address or made publicly accessible on the Internet. We do not recommend a publicly
exposed Internet connection for our products due to the associated security concerns. Ultimately, it is your decision and there may be a

particular reason you wish to configure the system in this way, but be aware of the associated risks. If you wish to configure your system to be
publicly available on the Internet, complete the Internet Security Acknowledgment Form. Otherwise, we highly suggest subscribing to SaaS/

KEYper GO if you wish to access your system remotely or from a mobile device.

The Web Admin may be opened in a web browser, such as Internet Explorer, Microsoft Edge, Google Chrome, etc.

To log in to the Web Admin, do the following:

1. Tap on the System Info button on the kiosk
Login screen, as shown in Fig. 3.

¥ You are taken to the System Info screen,
which contains your IP address (e.g.,
197.168.25.10).

Fig. 3 - Location of the System Info icon

2. Connect to the Web Admin from a PC on the same network
by opening your browser and entering the IP address of the
system in the URL bar, as shown in Fig. 4.

Note: Primary Web Service (WS) and Primary Database (DB) should
always indicated CONNECTED.

3. Login with the default admin credentials.

Note: Your system arrives with a default admin profile installed. The
PIN is 1234. Use this to log into the Web Admin to begin key system
administration.

¥ Once you have created your own admin profile, delete the
default admin user as a security measure.

Fig. 4 - Web Admin login screen


https://www.keypersystems.com/global/en/support/client-info-portal/internet-security-acknowledgement

Add assets

Note: Only admins may add assets.

Your cabinet arrives without assets attached to the fobs, meaning all fobs in the cabinet are available to be attached to a key or dealer
plate. You may register individual assets using KEYper GO Web or register larger quantities of assets using the import function in the
classic Web Admin.

Registering an asset means inputting the asset attributes and assigning that information to a particular Sturdifob or iFob, depending
on which system you have. Once an asset is registered and assigned to a fob, attach the key and optional Smart Tag to the fob. There
are multiple ways of adding assets to your system. This quick start guide only covers one such option. See our comprehensive Asset
Registration and Fob Labeling Guide for further information.

1. Add assets using blank fobs stored in the cabinet

Individual assets can be registered on an as-needed basis by adding new assets from unregistered assets (unused fobs without keys
attached that are stored in the cabinet). Unregistered assets associated with blank fobs that begin with “U-" and can be edited using
the Identify Asset feature or by locating the unregistered asset in the Asset Count list.

1.1 With the Identify Asset feature

Check out unregistered assets from the kiosk as needed to add new assets to the system using the Identify Asset feature. This method
requires the use of a desktop fob reader. See the Fob Reader Installation Guide for installation instructions.

Note: The first section of this procedure, performed at the kiosk cabinet, is the same regardless of whether you are a Saa$ subscriber with
KEYper GO Web or have an on-premise solution with the legacy Web Admin. Specific steps for KEYper GO Web and the Web Admin are notated.

To add an asset using a blank fob with the Identify Asset feature, do the following:

1. Login to the kiosk application as an admin.

2. Tap Admin, as shown in Fig. 5.

Fig. 5 - Kiosk Admin menu screen


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf
https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf
https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED030_KEYper_Fob_Reader_Software_Installation_Guide/KED030_KEYper_Fob_Reader_Software_Installation_Guide.pdf

3. Tap Unregistered Assets shown in Fig. 6 to
display a list of all the blank fobs currently in
the cabinet.

Note: These instructions assume there are blank,
unregistered fobs in the cabinet. If that is not the
case, stop here and fill the cabinet with fobs. This
allows the fobs to be recognized and their status set
to Unregistered.

Fig. 6 - Kiosk admin Settings screen

4. Select as many entries as needed and tap
Check Out, as shown in Fig. 7.

¥ The cabinet door unlocks. Remove the
blank fob(s) indicated by the ring(s) of
light.

¥ The fobs light up sequentially after each
fob is removed until all the fobs selected
are retrieved.

Fig. 7 - Kiosk Unregistered assets list

The remaining steps depend on whether you are a Saa$S subscriber with KEYper GO Web or are running an on-premise solution with the
legacy Web Admin. The steps for each are as follows.



1.1.1 With KEYper GO Web (for SaasS Subscribers)

5. Login to KEYper GO Web from a desktop
computer with a connected fob reader.

6. Click the Search bar, as shown in Fig. 8.

7. Hold the Sturdifob flush against the bottom
of the desktop Sturdifob reader or insert the
iFob into the desktop iFob reader until you
hear a click.

8- ClickldentifyalFob, asshown in fig. & Fig. 8 - Search screen with Identify a Fob indicated

9. When the unregistered asset is found, click 0

the quick action menu in the upper
right of the Asset Overview screen, as
shown in Fig. 9.

10. Click Edit to open the Edit Asset screen.

Fig. 9 - Unregistered asset Overview tab

11. Fillin the Asset Details, as shown in Fig. 10:
¥ Asset Type: This field is read-only.

Asset Name: Replace the name of the unregistered asset with an
identifier, such as the stock number.

7
¥ Description: Enter a description for the asset (e.g., 2011 Jeep
Compass).

7

Registered Type: Always toggle the switch to Registered. This step

is critical to allow the asset to be checked out of the cabinet. ) ) X
Fig. 10 - Edit Asset screen - Asset Details

12. Fill in the Asset Attributes, if desired, as shown in
Fig. 11, by selecting a value from the dropdown menus.

? Ifyour desired value does not appear in the dropdown menu, you
may manually enter a value.

Note: The default asset attributes (Make, Model, etc.) are set for the
Automotive industry. Asset attributes are configurable for your industry within
the Web Admin.

¥ Typein the vehicle’s VIN.

Fig. 11 - Edit Asset screen — Asset Attributes



13. Fill in the Asset Settings, as shown in Fig. 12.

¥ Lot Location Group: If using Lot Location, choose the lot
location group. Selecting a lot location group determines
the options available in the Lot Location dropdown menu.
If unknown, leave blank.

¥ Lot Location: If using Lot Location, choose the lot where
the asset is parked. If unknown, leave blank.

Fig. 12 - Edit Asset screen — Asset Settings
¥ Parking Space: If using Lot Blocking, select the parking

space where the vehicle is parked. If unknown, leave blank.

¥ Checkout Requires 2nd Authenticator: If toggled On, this user must be verified by another user (authenticator) to log
in.

14. Click Save to commit your changes and return to the Overview tab.

15. Click the Access Groups tab, as shown in Fig. 13.
16. Select the Access Group(s) for the asset.

¥ The members of the selected access groups are the
only users able to check out this asset. Admins are
automatically made members of all access groups and
thus have no restrictions on the assets they may check
out.

¥ The assetis automatically assigned to the default access
group. Uncheck the box if that does not apply.

Note: If an asset is assigned to multiple access groups, the broadest
permissions will override the more restrictive permissions in place Fig. 13 - Asset screen - Access Groups tab

for a bespoke access group. For example, if you have an access group

for Maintenance employees with permissions restricted to specific

hours or the assets within the Maintenance process step, those restrictions are overridden by the broader, non-restricted access
afforded by the default access group. To utilize the parameters of the more restricted access group, you must remove the asset from
the default access group.

17. Click the back arrow to save your changes and return to the Home screen.

18. Attach the key to the fob as described in the Asset Registration and Fob Labeling Guide.

19. Checkin the asset using the kiosk application.


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf

1.1.2 With the Web Admin (for on-premise users)

5.
6.

10.

Log in to the Web Admin.

Navigate to the Asset Count screen by clicking
the Assets tab and choosing Edit Assets. :

Hold the Sturdifob flush against the bottom
of the desktop Sturdifob reader or insert the
iFob into the desktop iFob reader until you
hear a click.

Click Identify Asset, as shown in Fig. 14. Fig. 14 - Asset Count screen with Identify Asset indicated

When the unregistered asset is found, as shown in Fig. 15, click Edit to
open the asset record.

(]

Fig. 15 - Unregistered asset found

Fill in the asset information, as shown in Fig. 16.

7

7
7
7

-0

<0 <0 <0 <0

Name: Replace the name of the unregistered asset with an identifier,
such as the stock number.

Description: Enter a description for the asset (e.g., 2011 Jeep
Compass).

Serial Number: This field is read-only and auto-populated by the fob
reader.

Tag: If using fob labeling, enter the number of the Smart Tag. For
further instructions, see the section on fob labeling in the Asset
Registration and Fob Labeling Guide.

Status: This field is read-only.

Registered Type: Always change to Registered. This step is critical to
allow the asset to be checked out of the cabinet.

Lot Location Group: If using Lot Location, choose the lot location
group. Selecting a lot location group determines the options
available in the Lot Location dropdown menu. If unknown, leave
blank.

Lot Location: If using Lot Location, choose the lot where the asset is
parked. If unknown, leave blank.

Fig. 16 - Update Asset Information screen

Parking Space: If using Lot Blocking, choose the space where the vehicle is parked. If unknown, leave blank.
Mileage Total: If you have mileage tracking enabled, enter the vehicle’s total mileage.

Mileage This Month: If you have mileage tracking enabled, enter the mileage the vehicle has driven so far in the
current month.


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf
https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf

11. Fill in the asset attributes, if desired, as shown in
Fig. 17.

¥ Selectavalue from the dropdown menus.

o Ifyour desired value does not appear in the
dropdown menu, click Enter to manually
enter a value.

¥ Typeinthe vehicle’s VIN.

Note: The attributes are set for the Automotive industry by
default (make, model, etc.). These values are configurable to
your industry. Contact Support for further information.

Fig. 17 - View/Edit Asset Attributes

12. Select the Access Group(s) for the asset, as shown
in Fig. 18.

¥ Other than admins, who can check out any
asset, the members of the selected access
groups are the only users able to check out this

asset.

Note: The asset is automatically assigned to the default Fig. 18 - Access Groups
access group. Uncheck the box if that does not apply. '

13. Click Save to register the new asset.
Note: If using label printing, select Print Asset Label before saving.

14. Attach the key to the fob as described in the Asset Registration and Fob Labeling Guide.

15. Checkin the asset using the kiosk application.

10


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf

1.2 From the Unregistered tab of the Assets screen (for Saas subscribers)

You may also add assets directly to blank fobs listed within KEYper GO Web. To add an asset using a blank fob found on the Unregistered
tab of the Assets screen, do the following:

1.
2.

Log in to KEYper GO Web.

Hover over Assets and select Unregistered, as
shown in Fig. 19.

¥ Alternately, you can click Assets, then click
the Unregistered tab.

Choose an unregistered asset from the list
to navigate to the Asset Overview screen, as
shown in Fig. 20.

? Allunregistered assets in your system
are displayed in a list view by default.
Click Grid or Table to change the view, if
desired.

Click the quick action menu in the
upper right of the Asset Overview screen,
as shown in Fig. 21.

¥ Click Edit to open the Edit Asset screen.

Fill in the Asset Details, as shown in Fig. 22:
¥ Asset Type: This field is read-only.

Asset Name: Replace the name of the unregistered asset with an

identifier, such as the stock number.

Compass).

Registered Type: Always toggle the switch to Registered.

—

—

Fig. 19 - Hover over Assets and select Unregistered

Fig. 20 - Select an unregistered asset

7
¥ Description: Enter a description for the asset (e.g., 2011 Jeep
7

Fig. 21 - Unregistered asset found

Fig. 22 - Edit Asset screen — Asset Details

11



6. Fillin the Asset Attributes, if desired, as shown in
Fig. 23, by selecting a value from the dropdown menus.

? Ifyour desired value does not appear in the dropdown menu, you
may manually enter a value.

Note: The default asset attributes (Make, Model, etc.) are set for the
Automotive industry. Asset attributes are configurable for your industry
within the Web Admin.

¥ Typeinthe vehicle’s VIN.

Fig. 23 - Edit Asset screen - Asset Attributes

7. Fillin the Asset Settings, as shown in Fig. 24.

¥ Lot Location Group: If using Lot Location, choose the lot location
group. Selecting a lot location group determines the options
available in the Lot Location dropdown menu. If unknown, leave
blank.

¥ Lot Location: If using Lot Location, choose the lot where the asset
is parked. If unknown, leave blank.

¥ Parking Space: If using Lot Blocking, select the parking space g 220 Tt At e it Seidlogs

where the vehicle is parked. If unknown, leave blank.

¥ Checkout Requires 2nd Authenticator: If toggled On, this user must be verified by another user (authenticator) to log
in.

8. Click Save to commit your changes and return to the Overview tab.

9. Click the Access Groups tab, as shown in Fig. 25.
10. Select the Access Group(s) for the asset.

¥ The members of the selected access groups are the
only users able to check out this asset. Admins are
automatically made members of all access groups
and thus have no restrictions on the assets they
may check out.

¥ The asset is automatically assigned to the default
access group. Uncheck the box if that does not
apply.
Note: If an asset is assigned to multiple access groups, the
broadest permissions will override the more restrictive
permissions in place for a bespoke access group. For example,
if you have an access group for Maintenance employees with
permissions restricted to specific hours or the assets within the Maintenance process step, those restrictions are overridden by the
broader, non-restricted access afforded by the default access group. To utilize the parameters of the more restricted access group,
you must remove the asset from the default access group.

Fig. 25 - Asset screen — Access Groups tab

11. Click the back arrow to save your changes and return to the Home screen.
12. Check out the asset at the kiosk cabinet.
Note: If you do not see the new asset, try restarting the kiosk application.

13. Attach the key to the fob as described in the Asset Registration and Fob Labeling Guide.

14. Checkin the asset using the kiosk application.

12


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf

1.3 From the Asset Count list (for on-premise users)

To add an asset using a blank fob found on the Asset Count list of the Web Admin, do the following:

1. Logintothe Web Admin.

2. Navigate to the Asset Count screen by clicking
the Assets tab and choosing Edit Assets.

3. Select Unregistered from the Asset registered C__—7)
type dropdown menu, as shown in Fig. 26.

¥ Alist of assets with the Registered Type of

UInemiee 2o Fig. 26 - Asset Count screen with Asset registered type indicated

4. Find an unregistered asset that has a name
that begins with the U- prefix.

5. Click Edit, as shown in Fig. 27.

Fig. 27 - Asset Count screen with Edit button indicated

6. Fill in the asset information, as shown in Fig. 28.

¥ Name:Replace the name of the unregistered asset with an
identifier, such as the stock number.
Description: Enter a description for the asset (e.g., 2011 Jeep
Compass).
Serial Number: This field is read-only and auto-populated by the
fob reader.

Tag: If using fob labeling, enter the number of the Smart Tag. For
further instructions, see the section on fob labeling in the Asset
Registration and Fob Labeling Guide.

Status: This field is read-only.

Registered Type: Always change to Registered. This step is critical
to allow the asset to be checked out of the cabinet.

Lot Location Group: If using Lot Location, choose the lot location
group for where the asset is parked. Selecting a lot location group
determines the options available in the Lot Location dropdown
menu. If unknown, leave blank.

Lot Location: If using Lot Location, choose the lot where the asset
is parked. If unknown, leave blank.

Parking Space: If using Lot Blocking, choose the space where the
vehicle is parked. If unknown, leave blank.

Mileage Total: If you have mileage tracking enabled, enter the vehicle’s total mileage.

Mileage This Month: If you have mileage tracking enabled, enter the mileage the vehicle has driven so far in the
current month.

© =0 <0

0 <0

-0

Fig. 28 - Update Asset Information screen

00 =0 =0


https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf
https://keyperprodam001std.blob.core.windows.net/documentation-training/Guides/KED043_Asset_Registration_and_Fob_Labeling_Guide/KED043_Asset_Registration_and_Fob_Labeling_Guide.pdf

7. Fill'in the asset attributes, if desired, as shown in
Fig. 29.

¥ Selectavalue from the dropdown menus.

o Ifyour desired value does not appear in the
dropdown menu, click Enter to manually
enter a value.

¥ Typein the vehicle’s VIN.

Note: The attributes are set for the Automotive industry by
default (make, model, etc.). These values are configurable
to your industry. Contact Support for further information.

Fig. 29 - View/Edit Asset Attributes

8. Select the Access Group(s) for the asset, as shown
in Fig. 30.

¥ Other than admins, who can check out any
asset, the members of the selected access
groups are the only users able to check out this
asset.

Note: The asset is automatically assigned to the default

access group. Uncheck the box if that does not apply. Fig. 30 - Access Groups

9. C(lick Save to register the new asset.

Note: If using label printing, select Print Asset Label before saving.

10. Check out the asset at the kiosk cabinet.

Note: If you do not see the new asset, try restarting the kiosk application.

11. Attach the key to the fob as described in the Asset Registration and Fob Labeling Guide.

12. Checkin the asset using the kiosk application.

14
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Add user

GDPR Statement (for European markets only): All organisations using KEYper products supported by Traka should be mindful of their
obligations under GDPR (General Data Protection Regulations) in the UK and the EU, and any similar legislation in other jurisdictions that
relate to personal data. The organisation should have determined its lawful basis for holding and using personal data, including a separate
determination for any “special” categories of data. Where data is used on the basis of “consent,” this consent must be given freely (i.e., there
is a genuine alternative), must be recorded, and must be capable of being withdrawn. Data backups should be stored securely for as long as
necessary (but no longer), and then destroyed securely. Any hardware containing personal data (E.g., KEYper cabinets and lockers or servers
holding user databases) should have the data securely destroyed once the data is no longer needed in that hardware.

Note: When setting up a new system, it is recommended that you add just essential system administrators, then decide on the need for
additional access groups. Creating additional groups (Sales, Vendors, etc.) enables easier access group assignment when adding users. There is
no need to create an access group for essential system administrators as they are not restricted in any way.

Only admins may create new users.

1. Admin vs. user - know the difference

Admins Users

¥ By default, can access KEYper GO Web and the Web Admin ¥ By default, cannot access the KEYper Web Admin, but an

? Override all access group restrictions admin can grant any user such access according to the
permissions explained in User roles

¥ Have access to the admin functions of the kiosk, KEYper GO

Web, and the Web Admin

-0

Adhere to assigned access group restrictions

¥ Canonlycheckin, check out, and identify keys at the kiosk

1.1  User roles

User access permissions are further split into None, Limited, and Full:

T None: These users may only check assets in or out at the kiosk. They have no permissions within KEYper GO Web or the Web
Admin.

? Limited: These users may view and transfer assets, view and create quick reservations, and view scan sessions within KEYper GO
Web and/or the Web Admin.

T Full: These users may additionally edit assets, reservations, and scan sessions.

2. Add user with KEYper GO Web (for SaaS subscribers)
To add a new user using KEYper GO Web, do the following:

1. Login to KEYper GO Web.

2. Click Add, then click Add User, as shown in
Fig. 31.

¥ The Create User screen opens. E

Fig. 31 - Select Add User from the Add menu

15



3.

Fill in the User Information, as shown in Fig. 32:
¥ FirstName
Last Name

o Adescription of the user (e.g., position title).
Email Address

« Thisfield is required if you wish to have the user receive email
notifications.

?
¥ Description
?

¥ Password/Confirm Password
e Must contain a minimum of seven alphanumeric characters with
at least one special character.
o Used for logging into the mobile app and the
Web Admin.
o (Can be the same as other users’ passwords.

? PIN/Confirm PIN
e Must contain a minimum of four numeric digits.
o Onlyrequired if the user requires cabinet access, as the PIN is
used to log in at the kiosk cabinet.
e Must be unique from other users’ PINs.
? Preferred Locale
o Select the user’s preferred language. This ensures the kiosk
software is automatically set to the user’s preferred language
when they log in at the cabinet.
¥ Phone Number
o For SMS notifications.
? TimeZone
o Ensure you enter the time zone where the user is located, not
that of the admin inputting the user’s information, if they differ.

Fig. 32 - Create User screen — User Information

16



4.

Set the User Permissions, as shown in Fig. 33:

\

Configure the User Settings, as shown in Fig. 34:

b

Role
¢ Set to Admin or User. See Admin vs. user — know the
difference.

Access Permissions

» None: These users may only check assets infout at the kiosk.
They have no permissions within KEYper GO Web, the Web
Admin, or the mobile app.

 Limited: These users may additionally view/transfer assets, view/
create quick reservations, and view scan sessions within the
mobile app.

* Full: These users may additionally edit assets, reservations, and
scan sessions within KEYper GO Web, the Web Admin, or the
mobile app.

Issue Limit
o The number of keys this user may have checked out of the key
system at any given time. Zero indicates no limit.

Requires Transfer Approval
o By default, users must have admin approval before transferring a Fig. 33 - Create User screen — User Permissions
key. Toggle off to disable this requirement.

Dual Authentication Authorizer

« Iftoggled on, this user is able to verify another user to enable them to log in. An authenticator need not be an
admin.

Requires Dual Authentication
« Iftoggled on, this user must be verified by another user (authenticator) to log in.

Locked Out
« Iftoggled on, the user has been locked out after too many failed login attempts. An admin must restore access by
toggling the switch off.

Allow On Behalf Of

o Toggle on to allow a user to check out an asset and then hand it over to another party without formally
transferring it into their possession. One such use case may be a one-time, temporary handover of a key to a
third party contractor who is not set up as a user in the system. The user who checked out the asset is ultimately
responsible for it.

Notification Settings
o Check to allow notifications regarding reservations and alerts
(admins only) via SMS text message, email, or both.

» To enable two-factor authentication, you must provide a phone
number or email address and select at least one notification
option. You will receive a text and/or email with a six-digit code
to confirm your enrollment in two-factor authentication.

Assigned Dealer Plate Fig. 34 - Create User screen - User Settings
o Ifauseris assigned a specific dealer plate, select it from the

dropdown menu.

Prox or Swipe ID

o For systems incorporating a proximity card reader. If the number is known, it may be entered at the time the user
is added to the system. This field is auto-filled when the user’s card is read during device enrollment.

Fob Login ID

o Use this field to scan a fob that the user can use to log in to the kiosk application.
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6. Click Save.

¥ You are redirected to the Access Groups tab as
shown in Fig. 35.

7. Select the Access Group(s) to which the user
belongs.

¥ The useris automatically assigned to the default

access group. Uncheck the box if that does not Fig. 35 - User screen - Access Groups tab
apply.

¥ Admins are automatically made members of all access groups and thus have no restrictions on the assets they may
check out.

Note: Creating access groups before entering users is helpful. Otherwise, for access groups created after users have been entered
into the system, a user’s access group membership must be edited through the user’s profile or by editing the user list for individual
access groups. See Add access groupu.

8. Click the back arrow to return to the Users tab of the Admin screen.

3. Add new user with the Web Admin (for on-premise users)

To add a new user using the legacy Web Admin, do the following:

1. Logintothe Web Admin.

2. Click the Users tab.

3. Select Edit Users, as shown in Fig. 36.

Fig. 36 - Dashboard with Edit Users selected

4. On the User List screen, click Add, as shown in
Fig. 37.
()

Fig. 37 - User List screen with Add indicated



5.

Fill in the user’s information, as shown in Fig. 38:

7
7
7
7

First Name

Last Name

Description

o Adescription of the user (e.g., position title).

Preferred Locale

o This ensures the kiosk software is automatically
set to the user’s preferred language when they
log in at the cabinet.

Note: Alerts regarding a user whose locale is different than

the default locale for the system is generated in the user’s
preferred language. For example, if a user’s preferred language
is Spanish and they check out a key without permission, an
alert is generated in Spanish and sent out to the names on

the notification list, regardless of the recipients’ preferred
language(s). The log entry also appears in the user’s preferred
language rather than the system’s specified language.

7

Time Zone Fig. 38 - Add New User screen
o Ensure you enter the time zone where the user is

located, not that of the admin inputting the user’s information, if they differ.
Email Address

« Thisfield is required if you wish to have the user receive email notifications.

Password

o Must contain a minimum of seven alphanumeric characters with at least one special character.

o Used for logging into the mobile app and the
Web Admin.

o (Can be the same as other users’ passwords.

Is Locked Out of Website

o If checked, the user has been locked out after too many failed login attempts. An admin must restore access by
un-checking this box.

PIN/Confirm PIN

e Must contain a minimum of four numeric digits.

o Onlyrequired if the user requires cabinet access, as the PIN is used to log in at the kiosk cabinet.

e Must be unique from other users’ PINs.

Fob Login ID
« Use this field to scan a fob that the user can log in to the kiosk application with.

Role

o Setto Admin or User. See Admin vs. user — know the difference.

Administrative Permissions

» None: These users may only check assets infout at the kiosk. They have no permissions within the Web Admin or
the mobile app.

« Limited: These users may additionally view/transfer assets, view/create quick reservations, view scan sessions
within the mobile app, and clear alarms (if Support has enabled that capability).

 Full: These users may additionally edit assets, reservations, and scan sessions within the Web Admin or the
mobile app and clear alarms (if Support has enabled that capability).

Multiple Authentication Required
« If marked True, this user must be verified by another user (authenticator) to log in.

Multiple Auth Authenticator
o If marked True, this user is able to verify another user to enable them to log in. An authenticator need not be an
admin.

Favorite Asset

« Typically used for Fleet management, the Favorite Asset field is tied to the Mileage Tracking feature. If you
have the system configured to restrict check-out to the vehicle with the least amount of miles on it, this field
overrides that functionality and allows a user to check out the asset specified in this field.
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¥ Assigned Asset
o Assigned Asset restricts check-out to the vehicle
specified in this field only.

9 DealerPlate
o Ifauseris assigned a specific dealer plate, select it
from the dropdown menu.

9 Cell Phone Number
e For SMS notifications.

9 Cell Phone Carrier
o For SMS notifications on on-premise systems only Fig. 39 - Add New User screen continued
(not applicable to cloud/Saa$ systems).

? Receive Messages
o Setto No, Email only, SMS only, or Both email and SMS.

¥ ProxID or Swipe ID
o For systems incorporating a proximity card reader. If the number is known, it may be entered at the time the user
is added to the system. This field is auto-filled when the user’s card is read during device enrollment.

9 Issue Limit
o The number of keys this user may have checked out of the key system at any given time. Zero indicates no limit.

6. Select the Default Group or assign the user to
another listed access group, as shown in
Fig. 40.

¥ Ifusers are assigned to multiple access
groups, the access permissions of the Fig. 40 - Add New User access group options
broadest access group will override the
more restricted permissions of the other
assigned access groups.

Note: Creating access groups before entering users is helpful. Otherwise, for access groups created after users have been entered
into the system, a user’s access group membership must be edited through the user’s profile or by editing individual access groups.

7. Click Save.
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Add access group

Access groups allow admins in your organization to set parameters surrounding groups of users’ permissions and access. Admins may
enable or disable members of the group and customize access times, set which assets group members may check in and out, and set
which cabinets they have permission to use. Common access groups align with the departments within a business, such as Service,
Maintenance, and Sales, but it is not necessary to set them up in this way.

Note: It is recommended that you create access groups that suit your business before you begin to import assets and users into your database.

1. With KEYper GO Web (for SaaS subscribers)

To create a new access group using KEYper GO Web, do the following:

1. Loginto KEYper GO Web.

2. Click Add, then click Add Access Group, as
shown in Fig. 41.

¥ The Create Access Group screen opens. E

Fig. 41 - Select Add Access Group from the Add menu

3. Enter the desired name for the access group (e.g.,
Managers), as shown in Fig. 42.

4. Enter an optional Description for the access group
(e.g., 3rd Shift Manager Access).

5. Select the Access Group Type.

¥ The default access group type is Standard, which
is used for all access groups not associated with a
particular process step.

Fig. 42 - Create Access Group screen

¥ Aprocess step access group is used to give access
to keys only when they are in a particular process step.
6. Setthe desired Issue Limit for the group.
¥ Issue limitis the number of keys each user in the group may have checked out of the system at any given time.
¥ Ifthe limitis 10, each user in the group may have up to 10 keys checked out at any given time.
¥ Zeroindicates there is no specified limit.

7. Setthe desired Out Duration time limit.

¥ Once akey has been checked out past the set time limit, the asset’s status changes from Out to Overdue, and an alert
is sent to all recipients on the Out Duration Exceeded alert list.

$ Zeroindicates there is no specified limit.

8. Click Save.

¥ You are returned to the Overview screen on which a success message indicates that the group is added into the
system and the final settings can be configured, as described in the following sections.
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1.1 User list

To edit the user list for a selected access group, do the following:

1. Click the Users tab, as shown in Fig. 43.

2. Click the enable bubble beside each user you want to assign to the access D
group.
3. Navigate away from the screen to automatically save your changes.

Fig. 43 - Access Group screen — Users tab

1.2 Asset list

To edit the asset list for a selected access group, do the following:

1. Click the Assets tab, as shown in Fig. 44.

2. Click the enable bubble beside each asset you want to assign to the access D
group.

3. To commit mass changes, click the box in the column to Select All or check the
box beside all assets that you want to add to or remove from this group.
¥ Click Add to add new assets to the group.

o A message appears asking you to confirm that you want to add the
selected assets to the access group.

¥ Click Remove to remove unwanted assets from the group.

o A message appears asking you to confirm that you want to remove the

selected assets from the access group. Fig. 44 - Access Group screen - Assets tab

4. Navigate away from the screen to automatically save your changes.

1.3 Physical access list

To edit the physical access list for a selected access group, do the following:

1. Click the Physical Access tab, as shown in Fig. 45.

¥ The system map displays. D

2. Click the check box next to all locations, systems, and cabinets that are
to be included in this group.

3. Click Save to commit your changes.

¥ Asuccess message appears when your changes have been saved.

Fig. 45 - Access Group screen - Physical Access tab
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1.4 Access times

To edit access times for a selected access group, do the following:

1. Clickthe Access Times tab, as shown in Fig. 46.

2. Click Add to open the Create Access Time screen.

Fig. 46 - Access Group screen - Access Times tab

3. Select the desired Day, then enter the Start Time and
End Time for the access window, as shown in Fig. 47.

¥ You may have multiple access times per day, if
desired. For example, if you want to restrict access
during lunch hours, you may restrict access to a
block of time in the morning and a second block of
time in the afternoon.

4. Click Save. - -
Fig. 47 - Create Access Time screen

5. Follow the same steps for each day of the week during
which users in the access group are allowed to access
the system.

6. Ifthere are existing access times for a given day, you
may click the Edit (pencil) icon to make changes, as
shown in Fig. 48.

7. Ifthere are existing access times for a day on which you
do not wish to allow access, check the box next to the D
time you wish to remove, then click Delete to remove
the entry.

8. Navigate away from the screen to automatically save

Fig. 48 - Edit existing access times
your changes.



2. With the Web Admin (for on-premise users)

It is recommended that you create access groups that suit your business before you begin to import assets and users into your database.

To create a new access group using the legacy Web Admin, do the following:

1. Logintothe Web Admin.

2. Navigate to the Access Group List screen by
clicking the Access Groups tab and selecting |
Edit Access Groups.

3. ClickAdd, as shown in Fig. 49. Fig. 49 - Access Groups List screen with Add indicated
¥ You are redirected to the Add New Access
Group screen.

4. Enter the desired name for the access group
(e.g., Managers), as shown in Fig. 50.

5. Enter a Description for the access group (e.g.,
3rd Shift Manager Access).
¥ This field is not mandatory.

6. Selectthe Access Group Type.

¥ The default access group type is Standard,
which is used for all access groups not
associated with a particular process step.

¥ A process step access group is used to
give access to keys only when they are in a
particular process step.
7. Setthe desired Issue Limit for the group.

¥ Issue limitis the number of keys each user
in the group may have checked out of the
system at any given time.

¥ Ifthelimitis 10, each user in the group may have up to 10 keys checked out at any given time.
¥ Zeroindicates there is no specified limit.

Fig. 50 - Add New Access Group screen

8. Setthe desired Out Duration time limit.

¥ Once akey has been checked out past the set time limit, the asset’s status changes from Out to Overdue, and an alert
is sent to all recipients on the Out Duration Exceeded alert list.

¥ Zeroindicates there is no specified limit.

9. C(lick Save.
¥ The group is added into the system and the final settings can be configured, as described in the following sections.

Note: Always click Save after configuring or editing access group settings.
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2.1 Configure/edit access group restrictions

To configure and/or edit the restrictions for a selected access group, do the following:

1. Navigate to the Access Group List screen by
clicking the Access Groups tab and selecting
Edit Access Groups.

2. Click Edit for the desired group, as shown in o

A5, Fig. 51 - Access Group List screen with Edit indicated

3. You are redirected to the Update Access Group
Information screen, as shown in Fig. 52. Within
this screen, you can edit the following settings:

? Accesstimes
9 User list
? Assetlist
?

Physical access list

Fig. 52 - Update Access Group Information screen

2.1.1 Access times

To edit access times for a selected access group, do the following:

1. Click Access Times to expand the window, as —
shown in Fig. 53.
2. Click Add Time. —1

¥ |Ifthere are existing access times for a
given day, you may click Edit in the Action
column of that day to make changes.

¥ Ifthere are existing access times for a day
on which you do not wish to allow access,
click Delete to remove the entry. Fig. 53 - Access Times menu

3. Select the desired Day, then enter the Start Time and End Time for the access
window, as shown in Fig. 54.

¥ Use the 24-hour format.
4. Click OK.

5. Follow the same steps for each day of the week during which users in the access
group are allowed to access the system.
Fig. 54 - Create Access Time pop-up
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2.1.2 User list

To edit the user list for a selected access group, do the following:

1. Click User List to expand the window, as
shown in Fig. 55. —

2. Click Edit to see the list of all users in the
system.

3. Click Select All or check the box for each user to be assigned to
this group, as shown in
Fig. 56.

4. Click Save.

2.1.3 Asset list

To edit the asset list for a selected access group, do the following:

1. Click Asset List to expand the window, as | —
shown in Fig. 57.

2. Click Edit to see the list of all assets in the
system.

3. Click Select All or check the box next to all assets that
are to be assigned to this group, as shown in Fig. 58.

4. Click Save.

Fig. 55 - User List menu

Fig. 56 - Select Users pop-up

Fig. 57 - Asset List menu

Fig. 58 - Select Assets pop-up
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2.1.4 Physical access list

To edit the physical access list for a selected access group, do the following:

1. Click Physical Access List to expand the
window, as shown in Fig. 59.

? The system map displays. [

2. Click the checkbox next to all locations,
systems, and cabinets that are to be included
in this group.

Click Update.

4. Click Save to commit your changes.

Fig. 59 - Physical Asset List menu
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Reports

GDPR Statement (for European markets only): All organisations using KEYper products supported by Traka should be mindful of their
obligations under GDPR (General Data Protection Regulations) in the UK and the EU, and any similar legislation in other jurisdictions that
relate to personal data. The organisation should have determined its lawful basis for holding and using personal data, including a separate
determination for any “special” categories of data. Where data is used on the basis of “consent”, this consent must be given freely (i.e. there
is a genuine alternative), must be recorded, and must be capable of being withdrawn. Data reports should be stored securely for as long as
necessary (but no longer), and then destroyed securely. Any hardware containing personal data (e.g., KEYper cabinets and lockers, or servers
holding user databases) should have the data securely destroyed once the data is no longer needed in that hardware.

There are a number of reports about your key management system available to you right out of the box. KEYper’s software allows you to
track a variety of metrics regarding the use of your system, as well as the ability to create custom reports tailored to your business.

Currently, reports are only available using the classic Web Admin. KEYper GO Web users should click OPEN CLASSIC REPORTING to
launch the Web Admin in a new tab and manage their reports.

To view existing reports and create your own, do the following:

1. Logintothe Web Admin.
2. Click the Reports tab, as shown in Fig. 60.
3. Choose the desired kind of report.

Fig. 60 - Dashboard with Reports selected
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